G VINEET VISHESH

Penetration Tester (Pentester) | VAPT Consultant | Application Security Engineer | Red Team Analyst
| 3+ Years Combined Cybersecurity Experience

Hyderabad, Telangana, India | +91 91131 77662 | vineetvishesh86@gmail.com | linkedin.com/in/vineet-
vishesh-66ab95281

Summary

CompTIA Security+ (Security Plus) and Cyberwarfare Labs Certified Red Team Analyst (CRTA)
cybersecurity engineer with 3+ years of combined experience across VAPT, SOC/detection
engineering, networking/cybersecurity training, development-oriented security testing, and
client-facing delivery. Hands-on web/API application security testing using Burp Suite, Nessus,
Nmap, Wireshark, OWASP Top 10, OWASP API Top 10 concepts, CVSS, manual validation,
PoC evidence, remediation, and retesting. Combines offensive security testing with
AWS/Google Workspace telemetry, Python/Bash/Linux development fundamentals, secure
SDLC/DevOps collaboration, and client-facing risk communication.

Certifications

o Certified Red Team Analyst (CRTA), Cyberwarfare Labs (CWL) | Issued: May 30, 2026 |
Credential ID: CRTA-6a1a5e40561ddc10b0935fbe
o CompTIA Security+ (Security Plus)

Experience

Cybersecurity Engineer — CYFY Pvt Ltd
Bengaluru, India | Jun 2025 - Present

e Conducted web application and API-focused VAPT / penetration testing using Burp Suite,
Nessus and manual validation; mapped findings to OWASP Top 10 / OWASP API Top 10
concepts, CVSS severity and business impact.

o Reproduced and documented vulnerabilities with clear PoC, affected
endpoints/parameters, request-response evidence, remediation guidance and retest
verification.

¢ Collaborated with DevOps/AppSec and developers to validate fixes, reduce false
positives, track closure, and explain risk to client stakeholders in walkthroughs.

e Engineered and tuned SIEM detections for AWS and Google Workspace logs; built
MITRE ATT&CK-aligned correlation rules, reduced noise, and supported incident
response investigations.

* Investigated SOC alerts through enrichment such as asset criticality, IP reputation/geo,
user-agent and activity context; escalated incidents with clear next steps.

Technical Trainer (Networking & Cybersecurity) — IIHT
Bengaluru, India | 2022 - 2024
e Delivered instructor-led CCNA, networking, Linux and cybersecurity training; built hands-
on labs for TCP/IP, DNS, HTTP/S, routing/switching, troubleshooting and secure
configuration.
+ Mentored learners on lab execution, mini-projects and technical communication,
strengthening client-facing presentation, documentation and stakeholder communication
skills.

Education



o BCA (Cloud Security): Amity University, Bengaluru | 2023 - 2026
o Earlier Education / Languages: Class XII (CBSE) 2019 - 86% | Class X (CBSE) 2017

Core Skills

Web & API application security testing, pentesting, vulnerability assessment, Burp Suite
Proxy/Repeater/Scanner, Nessus, Nmap, Wireshark, OWASP Top 10, OWASP API Top 10,
CVSS, Kali Linux, OWASP ZAP familiarity, manual validation, false-positive reduction,
exploitability analysis, PoC, remediation and retesting., access control,
authentication/authorization testing, SQL Injection (SQLi), XSS, CSRF, SSRF, IDOR/BOLA,
insecure configuration, vulnerability reporting, DAST/SAST awareness, CI/CD security
awareness, threat modeling awareness, secure SDLC and developer collaboration., HTTP/S,
DNS, TCP/IP, Linux, Windows Server/AD basics, Python, Bash, scripting/automation, API
testing, red team methodology, reconnaissance/enumeration, CI/CD awareness,
DevOps/AppSec collaboration, AWS WAF/log telemetry, Google Workspace audit logs, SIEM,
MITRE ATT&CK, incident response., 3+ years combined client-facing experience, risk
walkthroughs, executive summaries, technical findings, evidence documentation, business
impact, remediation tracking, stakeholder communication.

Languages

English, Hindi, Telugu



